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for access to certain information or services. Information How
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nected to the individual along a path that does not traverse
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identi?es those members Who previously sent unWanted com
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certain information or services if a member of the individual’ s
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FIG. 6

l AUTHORIZATION \
i

Step 610: Retrieve black list for B.

Step 620: Is A in the
black list?

Step 630: Derive gray list from black list and B’s
social network.

Step 640: Find paths ?'om B to A.

Step 650: Is there a path from
B to A that does not pass

through unauthorized nodes?

Step 660: Authorize A's content to be
transmitted to B.
7

Step 670: Prohibit A’s content from
being transmitted to B.
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FIG. 7

(

AUTHENTICATE B
l

FOR ONLINE ACCESS

Step 710: B requests access.

l
Step 720: Request and receive representation of B's social
network.

Step 730: Retrieve black list for this online access provider.

l
Step 740: Derive gray list ?'om black list and B’s social
network.

Step750: Generate white list ?'om gray list and B’s social
network.

Step 760: Does anyone on the
white list have access?

Step 770: Authenticate B for online access.
r

Step 780: Deny B online access.
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FIG. 9

[

AUTHENTICATE B

FOR ACCESS TO LOAN

]

l
Step 910: B requests access to a loan.

l
Step 920: Request and receive representation of B's social network.

l
Step 930: Request and receive black list for B.

l
Step 940: Derive gray list from black list and B’s social network.

l
Step 950: Generate white list from gray list and B’s social network.

l
Step 960: Retrieve credit ratings of individuals on the white list and

apply weighting factors.

Step 970: Average credit rating
> minimum

Step 980: B is authenticated and loan application is pemiitted
to proceed.
V

Step 990: B is not authenticated and loan

application is rcj ccted.
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AUTHORIZATION AND AUTHENTICATION
BASED ON AN INDIVIDUAL’S SOCIAL
NETWORK

In a fourth embodiment of the invention, the service pro
vider is a lender. When an individual applies for a loan, the

lender examines the credit ratings of members of the indi
vidual’s social network who are connected to the individual

BACKGROUND OF THE INVENTION

through authorized nodes. If the average credit rating of these
members is at least a minimum credit score, the lender con

1. Field of the Invention

tinues to process the loan application. Otherwise, the loan

The present invention generally relates to authorizing
activities and authenticating individuals, and more speci?

application is rejected.

cally, to methods for authorizing information ?ow to an indi

BRIEF DESCRIPTION OF THE DRAWINGS

vidual and authenticating an individual for access to informa
tion or service based on that individual’s social network.

So that the manner in which the above recited features of
the present invention can be understood in detail, a more

2. Description of the Related Art
One of the major bene?ts of the Internet has been the ease
of communicating information to a large number of people.
Some users have, however, been abusing this bene?t by send
ing unwanted e-mail solicitations, known as SPAM, to indi
viduals over the Internet. The problem with SPAM has
become so pervasive that some states have passed legislation

particular description of the invention, brie?y summarized
above, may be had by reference to embodiments, some of
which are illustrated in the appended drawings. It is to be

noted, however, that the appended drawings illustrate only
typical embodiments of this invention and are therefore not to

ers of content and service over the Internet to place controls

be considered limiting of its scope, for the invention may
admit to other equally effective embodiments.
FIG. 1 is a diagram illustrating the relationships between

on who may access its content or service. The controls are

members in a social network.

prohibiting SPAM.

20

Further, the open nature of the Internet has caused provid
sometimes unnecessarily restrictive and the processes used to
grant access tend to be overly cumbersome, to the detriment

FIG. 2 is a block diagram illustrating a system for provid
25

existing database.

of both users who might have bene?ted from the content or

service and providers who might have bene?ted from rev

FIG. 3 is a representation of the social network of FIG. 1 in

enues generated from these users.

SUMMARY OF THE INVENTION

a tree format.
30

The invention provides a method of authorizing transmis
sion of content to an individual as a way to ?lter out unwanted
communication such as SPAM or content that the individual

might ?nd to be offensive, and a method of authenticating

35

individuals for access to content or service that makes the
content or service available to more users while limiting
access to potentially abusive users of the content or service. In

particular, a service provider examines an individual’s social
network and a black list of persons that have been determined
to be untrustworthy to determine whether to authorize trans

40

mission of content to that individual or authenticate that indi

45

path between the sender and the individual. If the path exists
and the path does not traverse through unauthorized nodes,
the e-mail communication is authorized. If there is no such

In a second embodiment of the invention, the authorization
is performed in connection with a search. When an individual
enters a search query, the search engine retrieves relevant

A social network is generally de?ned by the relationships
among groups of individuals, and may include relationships
ranging from casual acquaintances to close familial bonds. A
social network may be represented using a graph structure.
Each node of the graph corresponds to a member of the social
network. Edges connecting two nodes represent a relation
ship between two individuals. In addition, the degree of sepa
number of hops required to traverse the graph from one node
to the other. A degree of separation between two members is
a measure of relatedness between the two members.

55

FIG. 1 illustrates a graph representation of a social network
centered on a given individual (ME). Other members of this
social network include A-U whose position, relative to ME’s,

is referred to by the degree of separation between ME and
each other member. Friends of ME, which includes A, B, and
C, are separated from ME by one degree of separation (1 d/ s).

that are delivered to the individual do not include content

posted by those persons who are not connected to the indi
vidual in the individual’s social network through authorized
nodes.
In a third embodiment of the invention, the service provider
is a third party content provider. When an individual requests
access to the content provided by this entity, the entity exam

A friend of a friend of ME is separated from ME by 2 d/ s. As
shown, D, E, F and G are each separated from ME by 2 d/ s. A
friend of a friend of a friend of ME is separated from ME by

3 d/s. FIG. 1 depicts all nodes separated from ME by more
than 3 degrees of separation as belonging to the category

ines its user base to determine if any of its users is related to

this individual. If there is a relationship and the individual and
the related user are connected through authorized nodes, the
individual is given access. If not, access is denied to the
individual.

DETAILED DESCRIPTION

ration between any two nodes is de?ned as the minimum
50

path, the e-mail communication is prohibited.

search results for delivery to the individual. The search results

FIG. 4 is a sample black list used in the invention.
FIG. 5 is a sample gray list used in the invention.
FIG. 6 is a ?ow diagram that illustrates the steps carried out
in authorizing transmission of content to an individual.
FIG. 7 is a ?ow diagram that illustrates the steps carried out
in authenticating an individual for online access.
FIG. 8 is a sample white list used in the invention.
FIG. 9 is a ?ow diagram that illustrates the steps carried out
in authenticating an individual for access to a loan.

vidual for access to information or service.

In a ?rst embodiment of the invention, the authorization is
performed in connection with an e-mail communication ser
vice. When an e-mail communication with an individual is
attempted, that individual’s social network is searched for a

ing relationship information from a social network to an

65
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Degrees of separation in a social network are de?ned rela
tive to an individual. For example, in ME’ s social network, H

and ME are separated by 2 d/ s, whereas in G’s social network,
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H and G are separated by only 1 d/ s. Accordingly, each

tained in the system 100 is shared With a third party is

individual Will have their oWn set of ?rst, second and third

degree relationships.

described in detail in a commonly oWned, co-pending appli
cation, “Method of Sharing Social NetWork Information With

As those skilled in the art understand, an individual’ s social
netWork may be extended to include nodes to an Nth degree of

Existing User Databases,” (US. patent application Ser. No.
10/867,610, published as US. Patent Application Publication
No. US 2006/0004789 A1), ?led Jun. 14, 2004, the contents
of Which are hereby incorporated by reference.

separation. As the number of degrees increases beyond three,
hoWever, the number of nodes typically groWs at an explosive
rate and quickly begins to mirror the ALL set.
FIG. 2 is a block diagram illustrating a system for creating
and managing an online social netWork. As shoWn, FIG. 2
illustrates a system 100, including an application server 200
and graph servers 300. The computers of system 100 are
connected by a netWork 400, e.g., the Internet, and accessible

FIG. 3 is a representation of the social netWork of FIG. 1 in
a tree format starting With member B at the top and shoWing
all members connected to B. Members P-U are not shoWn in
FIG. 3 because they are not connected to B in the social
netWork of FIG. 1. G and H are shoWn tWice because each is

connected to B through tWo different paths. C', E' and G' each

by over the netWork by a plurality of computers, collectively

collectively represents individuals Who are identi?ed in con

designated as 500. The application server 200 manages a

tact lists maintained by members C, E and G, respectively.

member database 210, a relationship database 220, and a
search database 230.
The member database 210 contains pro?le information for

each of the members in the online social netWork managed by
the system 100. The pro?le information may include, among
other things: a unique member identi?er, name, age, gender,

These individuals typically are not members of the social
netWork of FIG. 1. Other members also maintain contact lists,

but for simplicity, it is assumed that only C, E and G have data
20

stored in their contact lists. The contact list information

includes name, address, telephone numbers, e-mail

location, hometoWn, references to image ?les, listing of inter

addresses, and similar types of information that are stored in

ests, attributes, and the like. The pro?le information also
includes VISIBILITY and CONTACTABILITY settings, the

contact management softWare such as Outlook® andACT!®.

uses of Which are described in a commonly oWned, co-pend

25

ing application, “System and Method for Managing Informa
tion FloW BetWeen Members of an Online Social Network,”

(US. patent application Ser. No. 10/854,057, published as
US. Patent Application Publication No. US 2005/0267766
A1), ?led May 26, 2004, the contents of Which are hereby

individual to be transmitted to a member of the social netWork
30

incorporated by reference. The relationship database 220
stores information de?ning to the ?rst degree relationships
betWeen members. The relationship database 220 stores

information relating to the ?rst degree relationships betWeen
members. In addition, the contents of the member database
210 are indexed and optimized for search, and stored in the
search database 230. The member database 210, the relation
ship database 220, and the search database 230 are updated to
re?ect inputs of neW member information and edits of exist
ing member information that are made through the computers
500.
The application server 200 also manages the information
exchange requests that it receives from the remote computers
500. The graph servers 300 receive a query from the applica
tion server 200, process the query and return the query results
to the application server 200. The graph servers 300 manage
a representation of the social netWork for all the members in
the member database 210. The graph servers 300 and related
components are described in detail in a commonly oWned,

co-pending application, “System and Method for Managing
an Online Social NetWork,” (U .S. patent application Ser. No.
10/ 854,054, published as US. Patent Application Publication
No. US 2005/0267940 A1), ?led May 26, 2004, the contents
of Which are hereby incorporated by reference.
Graph servers 300 store a graph representation of the social
netWork de?ned by all of the members (nodes) and their

The present invention Will be illustrated With the folloWing
four examples: (1) authorizing an individual to communicate
With a member of the social netWork (by Way of e-mail,
instant messaging, text messaging, voicemail, and other simi
lar means); (2) authorizing content made available by an

35

for vieWing; (3) authenticating a member of the social net
Work for access to online content; and (4) authenticating a
member of the social network for access to a loan. In each of
these examples, the decision on Whether to authorize the
information How to B (examples 1 and 2), or to authenticate B
for access to information or service (examples 3 and 4), Will
be based on a black list and B’s social netWork.
A black list used in authorizing information How to a

member (examples 1 and 2), or in authenticating the member
for access to a loan (example 4) is de?ned With respect to the
40

member. In the example given here, a single black list is
maintained for a member. HoWever, the black list may be

de?ned separately for different types of activity. For example,
the black list used in authorizing e-mail communication to B
may be different from the black list used in authorizing con
45

tent made available by an individual to be transmitted to B for

vieWing.
A black list that is de?ned With respect to a member is

typically updated by that member. For example, if B received
50

an unWanted communication (e. g., SPAM) from D and L, or
While broWsing pro?les of other members in the social net
Work, came across D’s content and L’s content that B found

to be offensive, B Will add D and L to its black list. This black
list is shoWn in FIG. 4.
A black list used in authenticating a member for access to
55

online content or service (example 3) is de?ned globally With
respect to everyone seeking access, but it is maintained sepa

corresponding relationships (edges). The graph servers 300

rately for each different online content/ service provider. For

respond to requests from application server 200 to identify

example, a black list used in authenticating a member for

relationships and the degree of separation betWeen members
of the online social netWork. The application server 200 is
further con?gured to process requests from a third party

60

access to information or service made available by a provider
ABC is different from a black list used in authenticating a
member for access to information or service made available

application 610 to provide social netWork information (e.g.,

by provider XYZ. This type of black list is typically updated

the relationships betWeen individuals) for user records main
tained in a third party database 620. The third-party applica
tion 610 makes the requests to the application server 200

through an application programming interface (API) 600.

by the provider of the information or service. For example, if
the black list shoWn in FIG. 4 is ABC’s black list, this Would
signify that ABC had previously determined that D and L
abused their online access provided by ABC and added D and

The methods by Which the social netWork information main

L to its black list.

65
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A gray list is derived from a black list and the social
network of the member with respect to whom authorization

third party carries out the remaining steps described above
(Steps 620-670) in the same manner.
Also, a person who is not a member of B’s social network
may be permitted to communicate with B, if the person is

and authentication is being carried out. In examples 1, 2 and
4, the gray list is derived from the black list of member B and
B’ s social network. In example 3, the gray list is derived from

identi?ed in a contact list of a member who is not identi?ed in

the black list of the provider of content or service to which
member B is seeking access and B’s social network. The gray

the gray list and connected to B along a path that does not pass

list simply includes all members of B’s social network who
are one degree separated from any member of B’s social

3, G' will be able to send e-mail to B because G' is identi?ed
in the contact list of G who is not identi?ed in the gray list and
none of the nodes connecting G to B are non-traversing nodes.
By contrast, C' will not be able to send e-mail to B because C
is identi?ed in the gray list; and E' will not be able to send
e-mail to B because the only path from E to B is through a

through a non-traversing node. For example, referring to FIG.

network who is on the black list. The gray list derived from the
black list of FIG. 4 and the social network of FIG. 1 would

include C, I, J, F, and M, and is shown in FIG. 5.
Alternatively, the gray list may be limited to all members of
B’ s social network who are: (i) one degree separated from any
member of B’ s social network who is on the black list, and (ii)
included in a path between the black list member and the
member with respect to whom authorization and authentica
tion is being carried out. The gray list derived in this manner
would include members C and F, but not members I, J and M.
Individuals identi?ed in the gray list of a member become
non-traversing nodes with respect to that member. A “non
traversing node” with respect to a member is a node through

non-traversing node (C).
In an alternative embodiment, a white list identifying all
members of B’s social network who are authorized to trans
mit content to B may be generated, either real-time or off-line
as a batch process, and searched each time content transmis

sion to B is attempted. The white list generated in this manner
20

nected to B along a path that does not traverse through a
member identi?ed in B’s gray list, and e-mail addresses

which a connection to the member cannot be made. For

example, referring to FIG. 3 and using the gray list of FIG. 5,
a connection from B to E cannot be made because the path
from B to E traverses through C, who is on the gray list and is
a non-traversing node. The connection from B to C, on the
other hand, can be made because the path from B to C ends at
C and does not traverse “through” C.
FIG. 6 is a ?ow diagram that illustrates the steps carried out
in authorizing an e-mail communication fromA to B or autho

rizing transmission of A’s content to B (e.g., in connection
with delivery of search results in response to a search query by
B). In Step 610, a black list that is maintained for B and used
in authorizing e-mail communication with B is retrieved. In
Step 620, the black list is searched for A. If A is identi?ed in
the black list, the information ?ow to B is prohibited (Step
670). Otherwise, a gray list is derived from the black list and
B’s social network (Step 630). In Step 640, a breadth ?rst
search (or alternatively, a depth ?rst search) is conducted on
B’s social network to ?nd paths from B to A. Optionally, the

25

30

35

10/867,610, published as US. Patent Application Publication
No. US 2006/0004789 A1), ?led Jun. 14, 2004, this service
provider makes a request to a social network database for a
40

member (signifying that the member does not wish to receive
communication from, or review content posted by, other
members who are too far removed) or by the operator of the
social network (as a way to conserve computing resources). If
there is any path from B to A that does not pass through a

45

non-traversing node (i.e., an individual in the gray list), the
information ?ow to B is authorized (Step 660). Otherwise, the
information ?ow to B is prohibited (Step 670).

50

55

retrieved. In Step 740, a gray list is derived from the black list
and B’s social network. In Step 750, a breadth ?rst search (or
alternatively, a depth ?rst search) is conducted on B’s social
network to generate a white list. All members of B’s social
network who are connected to B along a path that does not

identi?ed in the gray list) get included on this white list. FIG.
8 shows the white list generated from B’s social network
shown in FIG. 3 if the gray list shown in FIG. 5 corresponds
to the gray list derived in Step 740. If any individual identi?ed
in the white list is in the user database of this service provider

(Step 760), B’s online access is authenticated (Step 770).
Otherwise, B’s online access is denied (Step 780).
FIG. 9 is a ?ow diagram that illustrates the steps carried out
in authenticating B for access to a loan. In Step 910, the lender
receives a request for a loan from B. The request includes
certain identifying information of B, such as B’s e-mail

authorizations is a third party that has access to the database
60

network. In such a case, the third party will retrieve B’ s black

address. In Step 920, in accordance with the methods
described in the application, “Method of Sharing Social Net

work Information with Existing User Databases,” (US.
patent application Ser. No. 10/867,610, published as US.
Patent Application Publication No. US 2006/0004789 A1),

list and a graph representation of B’s social network from this
database in accordance with the methods described in the

No. 10/867,610, published as US. Patent Application Publi
cation No. US 2006/0004789 A1), ?led Jun. 14, 2004. The

graph representation of B’s social network and receives the
graph representation of B’s social network. In Step 730, a
black list that is maintained by this service provider is

traverse through any unauthorized nodes (i.e., individuals

In the example given above, the party that is providing the

application, “Method of Sharing Social Network Information
with Existing User Databases,” (U .S. patent application Ser.

operator of the social network.
FIG. 7 is a ?ow diagram that illustrates the steps carried out
in authenticating B for access to an online service provided by
a third party. In Step 710, the service provider receives a
request for access from B. The request includes certain iden
tifying information of B, such as B’s e-mail address. In Step
720, in accordance with the methods described in the appli
cation, “Method of Sharing Social Network Information with

Existing User Databases,” (US. patent application Ser. No.

within a maximum degree of separation value speci?ed by the

containing B’s black list and information about B’s social

stored in the contact lists of members who are identi?ed in the
white list and not in the gray list. The white list can be further
narrowed by limiting it to those members who are within a

maximum degree of separation from B, where the maximum
degree of separation may be speci?ed by either B or the

breadth ?rst search could be limited to members who are

e-mail communication service and the search engine service
and carrying out the authorizations is the operator of B’s
social network. The invention is applicable to situations
where the party that is providing the e-mail communication
service and the search engine service and carrying out the

includes all members of B’s social network who are con

65

?led Jun. 14, 2004, this lender makes a request to a social

network database for a graph representation of B’s social
network and receives the graph representation of B’s social
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network. In Step 930, a black list that is maintained for B is
requested and received from the social network database in

authorizing, by one or more of the computing devices, the

the same manner as in Step 920. In Step 940, a gray list is

transmission of the content to the second user if the
nodes corresponding to the ?rst and second users are

derived from the black list and B’s social netWork. In Step
950, a breadth ?rst search (or alternatively, a depth ?rst

connected to each other in the graph structure by a series
of connections and nodes that does not comprise a node

search) is conducted on B’s social netWork to generate a White
list. All members of B’s social netWork Who are connected to

corresponding to a user in the second set of users of the

gray list.
2. The method according to claim 1, Wherein the ?rst set of

B along a path that does not traverse through any unautho

rized nodes (i.e., individuals identi?ed in the gray list) get
included on this White list. Optionally, the lender may specify
a maximum degree of separation value (e.g., Nmax). If it is
speci?ed, the White list Will include only those members of

user IDs includes user IDs of the users Whose content is not
authorized to be transmitted to the second user.

B’ s social netWork Who are Within Nmax degrees of separation
from B. In Step 960, the credit ratings of individuals in the

set of user IDs based on an input by the second user.

White list are retrieved and Weighting factors are applied to the

includes an e-mail communication.

3. The method according to claim 2, further comprising
updating, by one or more of the computing devices, the ?rst

4. The method according to claim 1, Wherein the content

credit ratings based on the degree of separation betWeen the

5. The method according to claim 1, further comprising

individual and B. As an example, a Weighting factor of l/ioN
may be applied to the credit ratings, Where N is the degree of
separation betWeen the individual and B. If the average credit
rating is above a minimum score, B is authenticated and the

processing, by one or more of the computing devices, a search
request by the second user to generate a search result that
includes the content in response to the search request,
Wherein said search result is modi?ed if the transmission of
the requested content is not authorized and said search result
is not modi?ed if the transmission of the requested content is
authorized.

20

processing of B’s loan application is permitted to proceed
(Steps 970 and 980). If not, B is not authenticated, and B’s

loan application is rejected (Steps 970 and 990).
The above examples of the White list, the black list, and the
gray list store member identi?ers (e.g., A, B, C, etc.) to
identify members of the social netWork. Other identifying

6. The method of claim 1, further comprising retrieving, by
25

information, such as e-mail addresses, may be stored in these
lists. In cases Where the lists identify persons Who are outside

the social netWork, the e-mail address is stored in place of the
member identi?er. For example, a SPAM e-mail address, not
corresponding to any e-mail address Within the social net
Work, may be added to a member’s black list. Any future
attempts to send e-mail from this e-mail address Will be
prohibited pursuant to the decision block in Step 620 of FIG.
6. Also, if the SPAM e-mail address added to the member’s

30

comprises all users from the plurality of users corresponding
to all nodes from the plurality of nodes, respectively, that are:
connected to the node corresponding to the ?rst user by a
series of connections and nodes that does not comprise a
35

black list corresponds to an e-mail address stored in a contact

users.

9. The method of claim 6, further comprising authorizing,
40

While particular embodiments according to the invention
have been illustrated and described above, those skilled in the

10. The method of claim 1, further comprising communi

and embodiments Within the scope of the appended claims.

cating, by one or more of the computing devices, to the ?rst
45

What is claimed is:

11. The method of claim 1, further comprising transmit

receiving, by one or more computing devices, a request to
transmit content relating to a ?rst user to a second user,
50

one or more processors; and
55

one or more of the processors cause the processors to:

corresponding to one of the users, each connection

receive a request to transmit content relating to a ?rst user
to a seconduser, each of the users having a user identi?er

betWeen tWo nodes being a single degree of separation
60

(ID);
retrieve a black list maintained for the second user, the
black list comprising a ?rst set of user IDs of a ?rst set of

gray list comprising a second set of user IDs of a second

only one degree of separation; and

one or more servers having at least a memory storing

computer executable instructions that When executed by

of users, the graph structure comprising a plurality of
nodes and connections betWeen the nodes, each node

set of users based on the relationships de?ned by the
graph structure, each of the users in the second set of
users being separated in the graph structure from at least
one of the users in the ?rst set of users of the black list by

ting, by one or more of the computing devices, the content to
a computing device of the second user if the transmission of
the content is authorized and blocking the transmission of the
content to the computing device of the second user if the
transmission of the content is not authorized.

12. A system comprising:

prising a ?rst set of user IDs of a ?rst set users;

accessing, by one or more of the computing devices, a

betWeen the tWo users corresponding to the tWo nodes;
determining, by one or more of the computing devices, a

user a noti?cation if the transmission of the content to the
second user Was not authorized.

1. A method comprising:

graph structure de?ning relationships among a plurality

by one or more of the computing devices, transmission of the
content to the second user if the user ID of the ?rst user is in
the third set of user IDs.

art understand that the invention can take a variety of forms

each of the users having a user identi?er (ID);
retrieving, by one or more of the computer devices, a black
list maintained for the second user, the black list com

node corresponding to one of the users in the ?rst set or
second set of users; and

not nodes corresponding to individuals in the ?rst set of

list maintained by a person in the social netWork, the gray list
that is derived from this black list Will include the member
identi?er corresponding to the person Who has the blacklisted
e-mail address in his or her contact list.

one or more of the computing devices, a White list comprising
a third set ofuser IDs ofa third set ofusers.
7. The method of claim 6, Wherein the third set of user IDs
includes user IDs of the users Whose content is authorized to
be transmitted to the second user.
8. The method of claim 6, Wherein the third set of users

users;
65

access in the data store a graph structure de?ning relation
ship among a plurality of users, the graph structure com

prising a plurality of nodes and connections betWeen the
nodes, each node corresponding to one of the users, each

US 8,302,164 B2
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connection between tWo nodes being a single degree of
separation betWeen the tWo users corresponding to the
tWo nodes;

17. The system of claim 12, Wherein the servers are further
operative to retrieve a White list comprising a third set of user
IDs of a third set of users.

18. The system of claim 17, Wherein the third set of user

determine a gray list comprising a second set of user IDs of
a second set of users based on the relationships de?ned

IDs includes user IDs of the users Whose content is authorized
to be transmitted to the second user.

by the graph structure, each of the users in the second set
of users being separated in the graph structure from at

19. The system of claim 17, Wherein the third set of users
comprises all users from the plurality of users corresponding
to all nodes from the plurality of nodes, respectively, that are:

least one of the users in ?rst set of users of the black list

by only one degree of separation; and

connected to the node corresponding to the ?rst user by a
series of connections and nodes that does not comprise a

authorize the transmission of the content to the second user
if the nodes corresponding to the ?rst and second users
are connected to each other in the graph structure by a
series of connections and nodes that does not comprise a
node corresponding to a user in the second set of users of

node corresponding to one of the users in the ?rst set or
second set of users; and

not nodes corresponding to individuals in the ?rst set of
users.

the gray list.
13. The system of claim 12, Wherein the ?rst set of user IDs

20. The system of claim 17, Wherein the servers are further
operative to authorize transmission of the content to the sec

includes user IDs of the users Whose content is not authorized
to be transmitted to the second user.

ond user if the user ID of the ?rst user is in the third set of user

14. The method according to claim 13, Wherein the servers

20

are further operative to update the ?rst set of user IDs based on
an input by the second user.

transmission of the content to the second user Was not autho

15. The system of claim 12, Wherein the content includes
an e-mail communication.

16. The system of claim 12, Wherein the servers are further
operative to process a search request by the second user to
generate a search result that includes the content in response
to the search request, Wherein said search result is modi?ed if
the transmission of the requested content is not authorized
and said search result is not modi?ed if the transmission of the

requested content is authorized.

IDs.
21. The system of claim 12, Wherein the servers are further
operative to communicate to the ?rst user a noti?cation if the

25

rized.
22. The system of 12, Wherein the servers are further opera
tive to transmit the content to a computing device of the
second user if the transmission of the content is authorized

and blocking the transmission of the content to the computing
device of the second user if the transmission of the content is
not authorized.

